Sky Vault Operation Flow Chart 



Customer 

; 

Customer Requests Program Material 

POTS, Internet, or Other Communication Medium 

'I' 

System or System-licensed Program Material 
Processing Center 
-Material Verified 
-Material Server or Storage Site Located 
-Program "Free" Verified and Charged to Customer 
Except on Fixed Monthly Account 

Program Material or Source Site 
-Requested. Material Located and Prepared for Transmission 
-Requested Material Sent Via Selected Network Path 

I 

System or System Licensed Network 
Customer's Set-Top Box/Storage Sustem 

Customer Viewing as Desired 



Fig. 2A 



Urfu^^ -^•■'MOIl [^^5LA/^/f<3 ioo\ on ooloii ooU (?•• 



s. 




Interactive or 

Origin 
Data System 



Satellite 
nkf ributfon S ystem 

Low-Rate Secure 
Data Accumulator 



Real-Time 
Playback 
from Storage 



User's Display "] 



2\ 



Satellite 
Dtslribution System 



Data 
Encryption/ 
Decryption 

IE 



Data 
Repository 



Data System 



Distribution System 




Enciypted 
Storage 



6'0 



Data 
Encryption/ 
Decryption 



'5'Z 



input /Output 
and Display 



Usei^s System 



8 




Ant ' 




"A" 



"AJ" 



J 13 9 




Oorpo>T 

TO 





Data 



Suppcrting 
User's 
Request 



Data 
System 



^2^ 3Hj 36 




3B 




Encrypted 
Storage 

I/sef ^ 

f^eguesf User 
forSemce System 



(can be 

menu 

driven) 





rr 




Ground 
Terminal 




Data Link 
Systems 



Partial 
icryptH 
Decryption 



Encryption-^ 



Encrypted 
Data 
Storage 



Data Handler 



Remotely Configurable 
Encrypb'on/ Decryption 
Algorithms 



External 
Data Networks 
(TerrestrialT wireless, etc.) 
{COTS or specific) 

; 



System 
Specific 
Encryption/ 
Decryption 




User's System 




38 



o > 

a -a 










s 


s 














s 


O 










O- 


E 








c 


O 




■^yST^'^ S>e:^ve^ f=urjcTfOi^S 



9^ 






6 

I© 

* 




T 



/ 



T 



Kefs /t^B 



To '^syiEAl ^oacJE'^ u/a. OCrTPur'P^T^BOFFElR^j Ssn^S 
f^irii^^ tk<^S oe. 0 -for S'rbrtL^ orT^/s^/y. 




I 




1^ 



fx 



CO 

O 
O 

o 

00 



< 








:z; 












S3 
















® ® ® 


t 










00 




oo 


CO 


i 




§ 




a 












CO 








+-» 

CO 












CO 








00 




CO 

C 

o 

CO 

s 

C 
C3 

Q 

00 

Pi 



CO 



CO 
CO 

B 

o 

B 

+J 
CO 
O 

U 



CO 

o 



i 

s 



00 

o 

CO 



CO 

B 

-♦-» 
CO 

>^ 



O 

CO 



S CO 

o S 



CO 
CO 



03 

CO 



CO 



CO 

o 

« • 

O 



• • o 



a Si ^ 

^ w 

5> t> 0) 

a o Pi 

CO 

o 



CO 
CO 

a 

cd 

CO 



o 
-a 

t 

CO 

CO 
CO 



CO 

t 



I 

u 

a 

to 

a. 



o 



CD 
CO 

a 
o 
a. 

fV CO 



CO 



O 



O 



CO 

I 



Sis 

^ .-I 

ed o 
CO 'S 



CO 



•5 

CO 
+-» 

lit 

o o o 
o 



to 



CO 

CO 



CO 

US 

o 



CO 
(D 
'*-> 

:3 
o 

V-i 

I 

• 1—1 

o 

CO 

I 

(U 

b 

o 

CO 

o 

1^ 



CO 

•1— ( 
S3 

o 



o 

O 

CO 



»— c 

a 

CO 
CO 



r3 
4:^ 



■g a. ^ 

Ot.co id 
Q Q 

& cr 

8 0,0 
-o -c S 

4> O 
4J R U 

CO 
O 



00 



OX) 







Cof^J^OL 





I 

u 

CO <« 

o CQ 

cct <; 
s ^ 

S o 

<D O 
O I 



c3 



o 
o 

o 



f 

o 

00 

CX, cct 

CO 
O 



o 

:i 



CO 

a 

CD 

00 
>^ 

cd 
O 

• 1—1 



CO 
• f-( 

CO 
1-4 




o 

H 

o 

CO 

t 

a 
•1—1 

CO 
CO 



a 2 
o xi 



a 
o 



u 

> 
O 

CO 

O 

o 
o 



i 



B 

O 

CO 

00 
+-» 

CO 

O 
D 

s 




CO 

t3 



< ^ a u Q 



<N CO 




Q 



CO 

-*-» 
w 

§• 

00 



1 

CO 

o 

<\ 
*\ 

Q 

h— ( 

o 



00 

O 
o 

CO 

d 
o 

/-N O 

O 

go 

O •'^ 



O 

1-1 

'TO o 



6 

CO 

>. 

CO 
CO 

to 

2- 



CO 



Ok 



O 



CO 



<D 



S w ^ 
o S 



CO 

a 

-o 
o 

CO 

PQ 
o 

a 

o 
o 



Q 
o 

I 

CO 



o 

• »-( 

-§ 

a. 



O 

bX) ^ 

.5 bO 
W ITS 

IS 



a 
o 

CO 

(O 
• ( 

00 

cr 



> 

d 

o 

CO 
CO 

g 

CO 




ETC. 



<! — i> 



<i — ^ 



^ 



4 — 




] 



^ — ^ 



■4 — ^ 



D/SC 





'of/" '^'^ ' 




Notes: 

1. Public keys available on System Data 
Bus. 

2. Private keys within and only available to 
encryption/decryption ASIC. 

3. Digital data never available outside of 
ASIC in unencrypted form. 

4. All data stored on disc, or equivalent, is 
in encrypted form. 

5. Analog video and audio data transmitted to 
off-board displays via non-standard connectors 
and cables. 
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